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INTERNATIONAL SHIP AND PORT FACILITY SECURITY CODE (ISPS Code) 
What is the ISPS Code? 

The Code is a directive, developed in consultation with IMO in reaction to increased levels of threat of terrorist action. It is intended the Code will improve levels of national security against global terrorism. It requires particular procedures are in place before July 1, 2004. The Code provides a standardised, consistent framework for evaluating security risk. It enables Governments immediately to balance changes in their perceived particular terrorist threat with required changes in the Level of security required of ships and port facilities.
Contracting Government will designate a required security Level. There are three (3) recognised Levels (1, 2, and 3) corresponding to normal, medium, and high threat (respectively) situations. The designated security level creates a link between the ship and the port facility. This triggers required implementation of appropriate security measures both for the ship and for the port facility. The Flag and Port State authorities will issue/communicate the relevant threat Levels.

Who is affected by the Code? 
All Owners/Managers/Operators of ocean going vessels over 500GRT and the Operators of Ports and Terminals they use. 
What are responsibilities of the Ship Owner under ISPS Code? 
The Owner is required formally to conduct a risk assessment on each of his vessels. The result must demonstrate the Owner properly determined security measures necessary to avoid/minimise potential for a breach of security. Owners must be able to demonstrate Plans in place adequate for his Company and each of his vessels properly to respond to different levels of threat as designated by Government. 
The Code stipulates a number of particular security requirements for ships. Owners will require development of a Ship Security Plan (SSP), instruct and properly train a Ship Security Officer (SSO), designate a Company Security Officer (CSO) and provide on-board certain dedicated equipment. Provisions must be in place to demonstrate/ensure compliance in each of monitoring and controlling access, monitoring the activities of people, passengers and cargo, ensuring security communications with Port/Terminals clearly are established and readily available.

Port facilities similarly will require port facility security plans, port facility security officers and security equipment.

It is intended the designated CSO responsibility includes ensuring that a Ship Security Assessment properly is carried out, that Ship Security Plans are prepared and submitted for approval by (or on behalf of) the Administration and thereafter that the SSP is placed on board each ship.

The Ship Security Plan should indicate the operational and physical security measures the ship will take to ensure it continuously operates at security Level 1. The plan should also indicate such additional, intensified security measures the ship will implement to operate at increased security Level 2 as and when instructed. Furthermore, the plan should indicate the possible preparatory actions the ship will take to allow prompt response to instructions that may be issued to the ship at security Level 3.

Monitoring and enforcement of ISPS

Ships will be required to carry an International Ship Security Certificate indicating that they comply with the requirements of the ISPS Code. When a ship is at a port or is proceeding to a port, the Port Authority may exercise various control and compliance measures with respect to that ship. The ship is subject to Port State Control inspection but such inspections will not normally extend to examination of the Ship Security Plan itself except in specific circumstances. Ships using port facilities may be subject to port State control inspections and additional control measures. The relevant authorities may request the provision of information regarding the ship, its cargo, security information on the ten (10) previous ports, passengers and ship's personnel prior to the ship's entry into port. There may be circumstances in which entry into port could be denied.

The ship may, also, be subject to additional control measures if the Contracting Government exercising the control and compliance measures has reason to believe that the security of the ship has, or the port facilities it has served have been compromised.
Navigators recommend Owners promptly seek assistance of an experienced ISPS Consultant.

The ISPS Code, like ISM will require significant and sustained investment by Owners both of their time and money. Failure to comply with requirements of the Code is very likely to mean delays to the ship and/or prohibition of entry to Port. Owners may fail compliance under the last ten ports declaration if one or more of such (previous) ports does not have their own particular Plan approved and in place.
Though the ISPS Code can be seen to be an extension of the ISM Code for safety management (and will probably be amalgamated within the next few years) the implementation work needs trained personnel that have the time to complete the work, to ensure that the Code is followed, the Code is applied simply and to a strict timetable. 
Navigators expect Owners covered for P&I meet the requirements of ISPS Code. In event of a claim under the policy of insurance, Owners are required to demonstrate compliance by production of SSP and such other information as may be specified. 

The attached information, provided by Knightsmart (International) www.knightsmart.co.uk may be of use to Owners
Ship Security Plan (9)

As a guide for Owners: SSP must contain at least; Organisational structure of security for the ship, relationship with company, port facilities, other ships, relevant authorities, communication system, detail of security measures at each of Level 1, 2 and 3, review or audit for the SSP, reporting procedure of Flag Authorities.

Security Measures 

Details of requirements for each security level must cover Access to ship (9.9), Restricted areas of the ship (9.18), Handling of cargo (9.25), Delivery of ship’s stores (9.33), Handling unaccompanied baggage (9.38), Monitoring the security of the ship (9.42), Training (13.1) for Company security officer and ship security officer.
Drills and Exercises on Ship Security (13.5)

Every 3 months in addition where more than 25% of the crew have changed.

Manning Levels (4.28)

Flag State should take security into account when setting the minimum safe manning of the ship.

Training. 

Ship Security Officer must be trained in and be able to carry out regular security inspections, maintain and supervise the SSP, co-ordinate security aspects of ship, liaise with PFSO, report to the CSO, security awareness and vigilance, changes to the SSP, adequate security training, reporting security incidents to the CSO, co-ordinate use of the SSP with the CSO and PFSO, security equipment and when to complete a Declaration of Security.

Company Security Officer must be trained and be able to carry out their duty regarding level of threats likely to be met, SSA are carried out, development & approval of SSP, each ship’s SSP audited & modified, arrange initial and later verifications, deficiencies/non-conformities, security awareness and vigilance, training security of the ship, communication and co-operation SSO & PFSO, balance Security and Safety needs.
In addition, Amendments to the 1974 SOLAS Convention, aimed at enhancing maritime security on board ships and at ship/port interface areas will include:
Automatic Information Systems (AIS). Ships, other than passenger ships and tankers, of 300 gross tonnage and upwards but less than 50,000 gross tonnage, will be required to fit AIS by the first safety equipment survey after 1 July 2004 or by 31 December 2004. Ships fitted with AIS shall maintain AIS in operation at all times except where international agreements, rules or standards provide for the protection of navigational information.
Ships' identification numbers to be permanently marked in a visible place either on the ship's hull or superstructure. Passenger ships should carry the marking on a horizontal surface visible from the air. Ships should also be marked with their ID numbers internally.
Continuous Synopsis Record (CSR) which is intended to provide an on-board record of the history of the ship. The CSR shall be issued by the Administration and shall contain information such as the name of the ship and of the State whose flag the ship is entitled to fly, the date on which the ship was registered with that State, the ship's identification number, the port at which the ship is registered and the name of the registered owner(s) and their registered address. Any changes shall be recorded in the CSR so as to provide updated and current information together with the history of the changes.
All ships to be provided with a ship Security Alert System. The system will not raise any alarm on-board the ship. The ship security alert system shall be capable of being activated from the navigation bridge and in at least one other (secret) location.

